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My story:
* University of lllinois at Chicago, 94
* Certified Information Systems Security Professional (CISSP)
* Global Industrial Cyber Security Professional (GICSP)
* 25+ years in Information Technology
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SCADA Now - In the news media...

T R 1| 0 [ — THREATS

gﬁggw:y News This Week: Hacf(ers Keep Targeting the US Water I:B I i CI s-A warn -w -at er .' ac i I ity 0 I! e -r at ors
Plus: The blggestT-\.mtch hack, an iOS zero day, and more of the week's top security news. of 0 n go I n g m a I I c I 0 “ s cy h e r a ct I vltv

we ~ e
B~

WATER & WASTES DIGEST

PROD

TOPICAL ™ STOREFRONT”

WATER ™ INDUSTRIAL ¥

WASTEWATER ¥

soweredty: GVCONIDAILY :
BY CRISTINA TUSER | OCT 19, 2024 £ fw]in] Are you advenismg with HSTﬂday s0 1.5+ mi

Acquisition & Procurement ~ Agencies > Cybersecurity Technology =~ Executives =

AGENCIES WARN OF CYBER THREATS TO WATER &

# Home / Cybersecurity / CISAWarns of VWater, Wastewater Infrastructure Security Threats WASTEWATER SYSTEMS HOME  INDUSTRY ¥  SUBJECT MATTERAREAS v  FEDERALPAGES v  EVENTS v  THEEDITORS
CISA WARNS OF WATER, WASTEWATER INFRASTRUCTURE SECURITY T
THREATS
& Angeline Leishman @ October 18,2021 i Cybersecurity, News, Technolog SUBJECT MATTER AREAS CYBERSECURITY
Biden administration Warning W CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY
systems Ongoing Cyber Threats to U.S. Water
EE—— e TRE TR c-o-on- 1 T and wastewater Systems

sing, this advisory does

Although cyber

/I\ CONCENTRIC



What makes up a SCADA System?

Cloud-based "7'_/
loud-base
Services $
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*GIS Applications
*SCADA Historians and Reporting
*Alarming
*Predictive/optimization tools
*Workflow (people automation)
+Enterprise Financial Applications
+Laboratory Data (LIMS)

Authorized Remote
Devices (smart phones,
tablets, PCs)

Remote Desktop
Services

* SCADA Software: GE iFix: Rockwell RSView FactoryTalk,
Wonderware InTouch/System Platform

¢ Operator Interface Terminals (OITs) communicate directly
with PLCs

* SCADA Servers are on the PLC network

*LANs, WANSs, and VLANs

*Fiber (single mode / multi mode)

*CATSe/CAT6 (100 Mbps vs 1000 Mbps) - distance
*Radio (Frequency VHF, UHF, 900 MHz, GHz)
*Serial, DH+, Other

* Allen Bradley CompactLogix

¢ Allen Bradley MicroLogix

* PLC to PLC communication (Ethernet, DH+,
Serial, Radio)

sLiquid/air flow meters & switches
*Chem Scales (analog)

*Chemical & Residual Measurements
*Dissolved Oxygen, TSS, Ammonia, etc.
*Drives, valves, etc.

*Chemical addition
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Now what?

* It may seem very overwhelming

* Find help, your IT department / Contractor / SCADA
Integrator

* Even Homeland Security
* Start making lists maybe performing SCADA master plan
* Having documentation is key

* Network diagrams

* Commented PLC code
* |t's best when its not last minute or an emergency
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Advanced topics

® Virtualization

® Private cellular networks
® Unidirectional gateways s ™

® PLC modes —run vs remote modes AY ' T REM  PRODG

® Disaster recovery and business continuity (plan for
issues and test)

* Incident response planning
® Penetration testing (validate your security controls)
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Advanced topics

® Port security on network devices
® Lock it until it’s needed
® Intrusion detection systems
* Detect abnormal traffic
®* (Cameras
® Physical security
®* Monitoring service
®* Have a service actively monitor your network
r

® Individual usernames and passwords

® Password management
® Passwordless?
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Q&A

Questions and answers
* What's next?
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